NHOOPMALMOHHASA TAMATKA
JJIAA OBYYAIOIUXCA 1JIAA PASMEIIEHUSA
HA OOUIINAJIBHBIX UHTEPHET-PECYPCAX

C Ka)/IbIM TOJJOM MOJIOJICKM B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, @ IIKOJILHUKU OHU U3 CaMbIX
aKTHBHBIX MoJb30Barened Pynera. Mexay TeM, HOMHMO OTrPOMHOIO KOJHYECTBA BO3MOYKHOCTEH,
MHTEpHET HeceT M Mpo0iieMbl. DTa namsTKa JOJHKHA IIOMOYb Tebe 0e30M1acHO HaXOIUThCS B CETH.
KomnbroTepHble BUPYCHI
KomnbroTepHblii  BHUpyc - 93TO Pa3HOBHIHOCTh KOMIIBIOTEPHBIX IPOTrPaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBIISICTCS CIIOCOOHOCTh K Pa3MHOXKEHHUIO. B j0mOJIHEHHE K 3TOMY, BUPYCHI
MOTYT TOBPEIUTh WIM TOJHOCTHIO YHHYTOXHTH Bce (aillbl M JaHHBIC, TOJAKOHTPOJIBHBIC
10JIb30BATENI0, OT UMEHU KOTOPOro Obljia 3amylieHa 3apakeHHas IporpaMMa, a Takke MOBPEIUTh WK
Jake YHUYTOXKUTH OTEPAIMOHHYIO CHCTEMY CO BceMH (ailiamMu B 1einoM. B OOJBIIMHCTBE CiydaeB
PacrpoCTPaHSIOTCs BUPYChI Yepe3 UHTEPHET.

MeTobI 3a1UTHl OT BPEAOHOCHBIX IPOrPaMM:

1. Ucnonp3yil cOBpeMEHHbIE OINEPALMOHHBIE CUCTEMbI, UMEIOIINE CEPbE3HbI YpOBEHb 3aIUTHI OT
BPEJIOHOCHBIX IIPOrpamMM;

2. IlocrosHHO ycraHaBnuBaih mauytu (UMQpOBBIE  3alJaTKH, KOTOpPbIE  ABTOMAaTHUYECKH
YCTAHABIIMBAIOTCS C LEIbI0 JIOpPaOOTKH MPOrpaMMbl) M ApPyrue OOHOBIIEHHUS CBOEH OIEpallMOHHOU
cucrembl. CkauMBail X TOJIBKO ¢ opuIuanbHOro caifta pazpadborunka OC. Eciu cyniecTByer pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIBIOTEpe IOJ IpaBaMH MOJb30BaTeNsl, a HE AJAMHUHUCTpATOpa. DTO HE
MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMM HWHCTANIMPOBATbCS Ha TBOEM MEPCOHATBHOM
KOMIIBIOTEPE;

4. MHcnonp3yll aHTHBUPYCHBIE IIPOIpaMMHBIE MPOAYKTBI HM3BECTHBIX IPOU3BOAMTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub PU3NYECKUI TOCTYN K KOMIBIOTEPY ISl TOCTOPOHHUX JIULL;

6. Mcnonp3yil BHEIIHME HOCUTENU MH(POpPMaIMK, Takhe Kak (iemka, JTUCK Wik (ailll u3 WHTEepHeTa,
TOJIBKO U3 ITPOBEPEHHBIX UCTOUHUKOB;

7. He oTkphIBail KOMIbIOTEPHBIE (aiiyibl, HOJyYEHHbIE U3 HEHA/IEKHBIX UCTOYHUKOB. Jlaxke Te ¢ailnbl,
KOTOpBIE MpHCIIall TBOW 3HAKOMBIH. Jlydllle yTouHH y Hero, OTIPaBIIsl JIU OH TeOe uX.

Cetun WI-FI

Wi-Fi - 510 He Buj nepeaayn JaHHBIX, HE TEXHOJOTHS, a BCEro JUIIb Opena, mapka. Eme B 1991 roay
HUJIepIIaHAcKas KoMmnaHus 3apeructpupoBana Opena "WECA", yto 00o3Hayajo clIOBOCOYETaHHE
"Wireless Fidelity", kotopsblil nepeBoanuTcs Kak "GecrnpoBoHas TOYHOCTH".

Jlo Haiero BpeMeHH Jolula Jpyras abOpeBuaTypa, KOTopas SBJISETCS TaKOW K€ TeXHOJOrHe. 1o
a06peBuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JaHO C HAMEKOM Ha CTaHIApT BBICHIEH 3BYKOBOM
texHuku Hi-Fi, yTo B mepeBojie 03HayaeT "BbICOKast TOYHOCTD .

Jla, GecraTHbIM UHTEPHET-IOCTYII B Kade, OTeNAX U adpONopTax SBISAETCS OTIMYHONW BO3MOKHOCTBIO
BbIX0JIa B MHTepHET. HoO MHOTMe 3KcnepThl cuuTaroT, uto obuenoctynusie Wi-Fi cetn He sBistoTCs
0€30MacHbBIMH.

CogeTbl 110 O€30MaCHOCTH PabOTHI B 00LIEIOCTYIHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoto nuuHyro mHpopMmainuio ydepe3 obmenoctynasie Wi-Fi cetu. Pabortas B HuX,
’KeJlaTeJIbHO HE BBOAUTH MAPOJIH JOCTYIA, JOTHHBI U KAKME-TO HOMEPA;

2. Ucnonw3yit u OOHOBIISIH aHTUBUPYCHBIC TTPOTrpaMMBbl U OpanaMayep. TeM caMbIM Thl 00€30TIaCHIITh
ce0s OT 3aKauKH BUpYCa Ha TBOE YCTPOICTBO;



3. IIpu ucnons3oBanuu Wi-Fi otkmroun dyaknuro "O0muii noctyn k ¢ainam u npuatepam'. JlanHas
(GyHKIHMS 3aKphITa IO YMOJIYaHHUIO, OJIHAKO HEKOTOpBIE MOJIb30BATEIH aKTUBUPYIOT €€ Ui ynoOcTBa
MCIIOJIb30BaHUs B paboTe WK yueoe;

4. He wucnonb3yii nyonununbii WI-FI nns nepenaun JAuYHBIX JTAHHBIX, HAallpUMeEp Ul BBIXOJA B
COLIMAJIbHBIE CETH UJIU B 3JIEKTPOHHYIO IIOUTY;

5. Ucnonw3yit Tonpko 3amuiieHHoe coequnenue yepes HTTPS, a ne HTTP, 1.e. mpu HaGope BeO-
aapeca BBoau uMmeHHoO "https://";

6. B moOunmbHOM Tenedone orkmroun ¢yHknuoo "llogkmrouenne k Wi-Fi aBromatnuecku". He
JIOTyCKall aBTOMaTHYEeCKOTro MOAKIIOUEHUs ycTpoiicTBa Kk ceTsiM Wi-Fi 6e3 TBoero cornacusi.
CouuanbHble CeTH

CoumanbHble CETH aKTUBHO BXOSAT B HAITY KM3Hb, MHOTHE JIIOJM pabOTalOT U KHUBYT TaM MOCTOSIHHO,
a B Facebook yxe 3apeructpupoBaH MULTHAP]T YSIIOBEK, YTO SBIISCTCS OJHON CEABMON BCEX KHUTEICH
TuTaHeTsl. MHOTHE MOJIb30BaTeN He TTOHUMAIOT, YTO WH(POpMAIH, pa3MelIeHHass HIMHA B COLUAIIbHBIX
CeTsIX, MOKET OBbITh HaiiieHa U MCMOJb30BaHa K€M YIOJHO, B TOM YHCJIE He 00s3aTeNbHO C OJarumMu
HaMEPEHUSIMH.

OcHOBHBIE COBETHI 110 0€30MaCHOCTH B COLIMATBHBIX CETAX:

1. Orpannys ciucok Apy3el. Y Te0s B IpYy3bsiX HE JOJDKHO ObITh CTy4ailHBIX M HE3HAKOMBIX JIIOZICH;

2. 3amminail CBOO 4acTHYIO JKU3Hb. He ykasbpiBail mapoiu, TenedoHsl, agpeca, 1aTy TBOETO POKICHUS
U IPYTYIO JTMYHYIO HHPOPMALKIO. 3MOYMBIIIJICHHUKA MOTYT UCIIOJIB30BaTh J1a)ke HH(OPMAIIHIO O TOM,
KaK Thl ¥ TBOU POAMTENH INIAHUPYETE IPOBECTU KAHUKYJIBI;

3. 3amumiail CBOIO penmyTanuio - JepKU €€ B YHCTOTE W 3a/1aBail ceOe BOMPOC: XOTEN OBl ThI, YTOOBI
JpyTue MOJb30BaTeNu BUJEIH, UYTO Thl 3arpyxaemb? [logymail, mpexae 4eM uTo-TO ONMyOIHKOBATh,
HaIlUCaTh U 3arpy3UTh;

4. Eciu Tl TOBOPHILB C JIOAbMH, KOTOPBIX HE 3HACIIb, HE UCIOJB3YH CBOE pealbHOE UM U APYTYIO
JTUYHYI0 HHGOPMAIIUU: UM, MECTO JKUTENIBCTBA, MECTO yueObl U Ipoyee;

5. U36eraii pasmemienus ¢ororpaduii B IHTEepHEeTE, I/1e Thl H300pakeH Ha MECTHOCTH, 10 KOTOPOii
MO>KHO OIPENIEIUTh TBOE MECTOIIOIOKEHUE;

6. IIpu peructpanuu B COUaIbHON CETU HEOOXOIMMO HCIIOIb30BaTh CIOXKHBIE MTAPOJIHU, COCTOSIIINE U3
OykB U LU(DpP U C KOJIMUECTBOM 3HAKOB HE MEHEE §;

7. J1nst conmanbHOM CETH, TTOUTHI U JPYTHX CAUTOB HEOOXOAUMO MCIIOIB30BaTh pa3Hbie mapoiu. Torma
ecnu TeOsl B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH MOJYy4aT JOCTYI TOJBKO K OAHOMY MECTY, a HE BO BCE
cpasy.

ONEKTPOHHBIE JEHBIU

DJNEeKTPOHHBIE JIEHBI'M - 3TO OYEeHb YJOOHBIN CIIOCOO IUIaTeXel, OJHAKO CYIIECTBYIOT MOIICHHUKH,
KOTOpBIE€ XOTAT MOJYYUTh 3TU JCHBTU.

DNEeKTPOHHBIE IEHBIU MOSBUIMCH COBCEM HEIaBHO U UMEHHO M3-3a 3TOI'0 BO MHOTHX I'OCYJIapCcTBax 10
CHUX IOp HE MPOMKICAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (DYHKIMOHHPYIOT M O HHMX Yy)K€ HPONUCAHO B 3aKOHE, TIe MX pPa3AeisioT Ha
HECKOJIbKO BUJIOB - aHOHMMHBIE M HE aHOHMMHbIC. Pa3HuUIla B TOM, YTO aHOHHUMHBIE - 3TO T€, B
KOTOPBIX pa3peniaeTcsi MPOBOAUTH Omepaluu 0e3 WACHTU(DUKAINK TTOIh30BaTeNsl, 8 B HEAHOHUMHBIX
UACHTH(HUKAIUS TTOJIH30BATENS SBISETCS 0053aTEHHOM.

Taxxke crmemayeT pa3nuuaTh AJIEKTPOHHBIC (hMATHBIC NEHBIW (PaBHBI TOCYAAPCTBEHHBIM BAIIOTaM) U
AJIEKTPOHHBIC He(DUATHBIE ICHBIH (HE PaBHBI TOCYIAPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 110 0€301MacHOM paboTe ¢ ANEKTPOHHBIMU J€HbIAMHU:



1. TlpuBsku K cyeTy MOOMIIBHBIN TeneoH. DTO caMblil yIOOHBIA U OBICTPBINA CITOCOO BOCCTAHOBUTH
noctymn K cuety. [IpuBs3aHHbIN TenedOoH MOMOXKET, ecliu 3a0y/ellb CBOW IIATEKHBIA Mapoib N
3aiJIelIb Ha CAT C HE3HAKOMOI'O YCTPOMCTBA;

2. Wcnonp3yii ogHOopa3oBbie mapoiu. Ilocne mepexona Ha yCHIECHHYIO aBTOPHU3ALMI0 TeOe yKe He
OyzeT yrpokaTh OIacCHOCTb KpPasku MIIM TepexBaTa IIaTeXHOTO MapoJs;

3. BeiOepu cioxHbIi napodib. [Ipectymaukam OyaeT He IPOCTO yrajaTh CIOKHBIN mapoiib. HanexHbie
Mapojiy - 3TO MapoJid, KOTOpPbIE COJEpKaT He MEHee 8 3HAKOB M BKIIIOYAIOT B ce0sl CTPOYHBIE U
MPOMUCHBIE OYKBBI, LHU(PPbHI U HECKOJBKO CHUMBOJIOB, TakMe€ KaK 3HaK Joiiapa, ¢QyHTa,
BOCKJIMIIATEIbHBIN 3HAK | T.1. Harmpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JI0BEPSIELLb.

DNeKTpOHHAs MoYTa

DNEeKTpOHHAs MOoYTa - 3TO TEXHOJIOTUS U MPEAOCTaBISIEMbIE €10 YCIYTH 110 MEPEChUIKE U MOIYyYEHHUIO
AJIEKTPOHHBIX COOOIIEHUN, KOTOPBIE PACIPEIETSIOTCS B KOMITBIOTEPHOM ceTH. OOBIYHO JIEKTPOHHBIN
MOYTOBBIN SIIUK BBITTISAUT CIEAYIOIUM 00pa3oM: MMs_IOJIb30BaTelsi(@uMs_jnomeHa. Takke Kpome
nepeayu MpoCTOro TEKCTa, UMEETCsl BO3MOXKHOCTD Iepe/iaBaTh (hailiibl.

OcHoBHbIE COBETHI 110 0€301acHOi paboTe ¢ ANMEKTPOHHON OYTOM:

1. Hago BbIOpaTh mpaBUiIbHBIN MOYTOBBINA cepBHC. B MHTEpHETE €CTh OrpOMHBINA BBIOOP OECTIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JIyYIll€ JJOBEPATH TEM, KOTO 3HAEIIb U KTO IIEPBBIN B PEUTHUHTE;

2. He yka3piBalli B JMYHOH mouTe JM4HYI0 wuHGopManuio. Hampumep, nydmie BbIOpaTh
"My3bIKaIbHBIN _(haHaT@'" nimu "pok2013" BMecTo "Temal3";

3. Hcnonb3yih IBYXdTallHYI0 aBTOPHU3ALMI0. JTO KOrJa HMOMHUMO Maposisi HYXKHO BBOJIUTH KO[,
IpHUCbUIaeMbIi 1o SMS;

4. BpiOepu CIOXHBIH Tapoib. J[as KaKIOro MOYTOBOTO SIIUKA JIOJDKEH OBITh CBOM HAJE)KHBIM,
YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecin ecTh BO3MOYKHOCTB HallMcaTh CaMOMY CBOM JINYHBIN BOIPOC, UCIIOJIBb3YH 3TY BO3MOYKHOCTb;

6. Hcnonb3yil HECKOJBKO NOYTOBBIX AIIUKOB. [lepBeI A1 4acTHOM MNEPENMCKU C aapecaTaMu,
KOTOpPBIM Thl JIOBEpsAEIb. DTO AJIEKTPOHHBIN aJpec HE HaJ0 MCIOJIb30BaTh NPU PErHCTpali Ha
dbopyMmax u caiftax;

7. He oTkpbIBail ¢ailsibl U Apyrue BIOXKEHHs B MHCbMaXx, Ja)K€ €CIM OHM MPUILINA OT TBOUX JPY3EH.
Jlyuuie yToUHM y HUX, OTIIPABIISUIN JIU OHU TeOe 3TH (ailibl;

8. ITocne okoHuaHUs pabOTHl HA TOYTOBOM CEPBHCE MEpel 3aKPhITUEM BKJIAJKU C CaliToM He 3a0ynb
HaxxaTh Ha "Brriitu".

KubepOynauHr nin BUPTyaabHOE U3/1€BATEIHCTBO

KubepOynauHr - mpeciefoBaHHE COOOLICHUSIMH, COJEpPKALIMMHU  OCKOpPOJICHHS, arpeccuio,
3allyTMBaHME; XYJIUTAHCTBO; COIMabHOE OONKOTHPOBAaHHE C IOMOILIBIO Pa3IUYHBIX HHTEPHET-
CEPBHUCOB.

OcHoBHbIE COBETHI 110 00pbOE ¢ KHOEPOYITUHIOM:

1. He Opocaiicst B 60ii. Jlyummii crmoco6: mOCOBETOBATHCS Kak ceOsi BECTH W, €CIIM HET TOro, K KOMY
MOKHO OOpaTHUTBhCS, TO BHAudaje YCIOKOMTbcA. Eciu Thl HauHelb OTBeYaTh OCKOPOJICHHSMHM Ha
OCKOpOJIEHUS], TO TOJIBKO €e11e OOIbIIE pa30kkKellb KOH(IHUKT;

2. Yrpagisii cBoel Kubeppenyraimei;

3. AHOHUMHOCTh B ceTd MHHMas. CylIeCTBYIOT CHOCOOBI BBIICHUTH, KTO CTOUT 32 AQHOHHUMHBIM
AKKayHTOM;

4. He crouT BeCcTH XYJHMTaHCKuUW o00Opa3 BUpPTyalbHOW >XU3HU. HMHTEepHET (QuKCHpyeT BCe TBOM
JEUCTBUS M COXPAHSET UX. Y TAIUTh UX OYAET KpailHe 3aTpyTHUTEIHHO;

5. Cobmro1aii CBOIO BUPTYAIbHYIO Y€CTh CMOJIONTY;



6. WrHopupyit emunHuuHbId HeratuB. OJHOpPa30BbIE OCKOPOWUTEIBHBIC COOOIICHHS JIydIle
UTHOpUpOBaTh. OOBIYHO arpeccHst MpeKpaIiaeTcst Ha Ha4YaJIbHOM CTa/lny;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B COIMATBHBIX CETSIX €CTh
BO3MOKHOCTh OJIOKHPOBKH OTIIPABKH COOOIIEHHI C ONPECICHHBIX aPECOB;

8. Ecmum Thl cBugerens kubOepOyiumHra. TBOM NEHCTBHS: BBICTYNIUTh HPOTHB IIpECieAOBATENS,
[I0Ka3aTh €My, 4YTO €ro ACHCTBUS OLIEHHWBAKOTCS HETaTUBHO, MOJJIEPkKATh KEPTBY, KOTOPOH HYKHA
MICUXOJIOTHYECcKast IOMOIIb, COOOLIUTH B3POCIBIM O (PaKTe arpecCUBHOTO MOBEICHUS B CETH.
MoOwibHBIN TenehoH

CoBpemeHHble cMapTHOHBI U IUIAHIIETHI COAepkKaT B ce0e BIOJIHE B3pPOCIbIA (DYHKIIMOHAT, U TEHeph
OHM MOTYT KOHKYpPUPOBAaThb CO CTallMOHApHbIMM KoMmubloTepamu. OJHAKO, CPEACTB 3alIUTHI JUIS
MOJTOOHBIX YCTPOMCTB MOKA OYEHb Majio. TeCTHpOBAaHUE U TMOUCK YSI3BUMOCTEH B HUX MPOUCXOIUT HE
TaK MTHTEHCUBHO, Kak 115 [1K, To sxe camoe kacaeTcst 1 MOOMIIbHBIX TPUIIOKEHUH.

CoBpemeHHbIE MOOWJIbHBIE Opay3epbl Y€ MPAKTUYECKU JOTHAJIU HACTOJIbHBIE aHAJOIH, OJIHAKO
pacipenue (pyHKIHOHAIA BJIeUeT 3a 000 OOBIIYIO CI0XKHOCTh U MEHBIIYIO 3alUIIEHHOCTD.
Jlaneko He Bce MPOU3BOIUTENN BBHIMYCKAIOT OOHOBJICHHMSI, 3aKPHIBAIOINE KPUTHUECKUE YSA3BUMOCTH
JUISl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI sl 0€30MaCHOCTH MOOMIBHOTO TenedoHa:

Huuyero He siBnsieTcst mo-HacTodleMy OeciuiaTHbIM. bynb OCTOpokeH, Belp Korjaa Tebe mpeararor
OecrutaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIE YCIIYTH;

Hymaii, mpexnae dem otnpaBuTh SMS, ¢oto mmm Buaeo. Tel TOuHO 3Haemib, e OHU OyIyT B
KOHEYHOM uTore?

Heo6x011M0 00HOBIISATH ONEPAIIMIOHHYIO CUCTEMY TBOETO CMapT(OHa;

Vcnonb3yit aHTUBUPYCHBIE TPOrPaMMBI /1151 MOOUJIBHBIX TeNe(OHOB,;

He 3arpyail npuioXeHHus OT HEM3BECTHOTO MCTOYHUKA, BEAb OHM MOTYT COJEP’KaTh BPEJOHOCHOE
porpaMMHOe oOecrieueHue;

ITocne Toro kak Thl BBIHAEHIL C caifTa, IJle BBOAWI JIMUHYIO HMH(OpPMAIMIO, 3aiiiM B HACTPONKHU
Opaysepa u ynanu cookies;

[lepuoanuecku npoBepsii, KaKUe IUIATHBIE YCIIYTH aKTUBUPOBaHbI HA TBOEM HOMEPE;

JaBaii cBOif HOMEp MOOMIIBHOTO Tese(OoHa TOIBKO JOM, KOTOPBIX Thl 3HA€Illb U KOMY JI0BEpSEIlIb;
Bluetooth nomkeH ObITH BBIKIIIOUEH, KOTJa Thl UM HE Mojb3yelibes. He 3a0biBail mHOTAA NpOBEpATH
3TO.

Online urpsr

CoBpeMeHHbIe OHJIAWH-UTPHI - 3TO KPACOUHBIE, 3aXBaTHIBAIOINE PA3BICUCHUS, 00BETUHSIONINE COTHU
THICAY YENIOBEK M0 BceMy Mupy. VIrpoku HCCIeayloT NaHHBIH MM MHUp, OOLIAIOTCS APYT C APYTOM,
BBITIOJHSIOT 3aJ]aHMsl, CPa’kaloTCsd ¢ MOHCTpPaMH U IOJIy4alOT OMbBIT. 3a YJOBOJBCTBHUE OHHU IUIATAT:
MOKYTAIOT JUCK, OIJIAYUBAIOT a0OHEMEHT WM MPHOOPETAI0T KaKUe-TO OIIHUU.

Bce st cpenctBa mayT Ha mojanep)KaHUE U pPa3BUTHE UIPHI, a TakkKe Ha caMy O€30MacHOCTH:
COBEpIICHCTBYIOTCS CUCTEMbl aBTOPU3AIIMM, BBIMYCKAIOTCS HOBbIE MaTdyd (UKM(pOBBIE 3aIlIaTKU JJIs
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B nomo6HbIX Urpax CTOMT Omacarbcsi HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO KPa)Ku TBOETO MapoJId,
Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALUH OOJIBIINHCTBA UTP.

OcCHOBHBIE COBETHI 10 0€30MaCHOCTH TBOETO UTPOBOT'O aKKAYHTA:

1. Ecniu npyro#t urpok BeneT ceOs TI0X0 WM CO37aeT TeOe HEeMPUATHOCTH, 3a0JJIOKUPYH €ro B CIIHCKE
WUTPOKOB;

2. Iloxanyiics afMUHUCTpATOpPaM UIPbI HA IIOXOE MOBEJEHNE 3TOTO UTPOKA, KEJIATEIbHO IPHIOKUTh
KaKHe-TO JI0Ka3aTeNbCTBA B BUJIE CKPUHOB;



3. He yka3wiBaii nunyro nHpopmanuio B mpodaiisie urpsl;

4. YBaxail Ipyrux y4acTHUKOB 110 UIPE;

5. He ycranaBnuBaii Heo(uIMaTbHBIC TTATYH U MOJIBL;

6. Mcnionp3yil CII0’KHBIE U pa3HbIe M1apoJIy;

7. Jla’ke BO BpeMs UI'PbI HE CTOUT OTKJIFOYAaTh aHTUBHUPYC. I10Ka ThI Urpaeiib, TBOM KOMIIBIOTEP MOT'YT
3apa3uTh.

OUIIMHT WU Kpaska JIMYHBIX JaHHBIX

OObIYHOM KpaXkell eHer U JOKYMEHTOB CErOJIHS YK€ HUKOIO He YJMBHUIIb, HO C Pa3BUTHEM UHTEPHET-
TEXHOJIOTUH 37I0YMBIIUICHHUKH MIEPEMECTHIINCh B MHTEPHET, U MPOJIOJIKAIOT 3aHUMAThCS "MI0OUMBIM"
JIEJIOM.

Tak mosiBUIace HOBask yrpo3a: MHTEPHET-MOLICHHWYECTBA WM (DUILUHI, TJIaBHAS LEJIb KOTOPOTO
COCTOMT B IMOJy4YCHHH KOH(PHICHIMAIBHBIX JAaHHBIX MOJb30BaTeNel - JIOTMHOB M maposieid. Ha
aHrIMHCKOM s3bIKe phishing untaercs kak pummar (ot fishing - peiOHas noBis, password - TapoIb).
OcHoBHbIE COBETHI 110 00pbOE C PUIITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl mojo3peBaelib, 4TO TBOS aHKeTa OblUla B3JIOMaHa, TO
Heo0x0IMMO 3a0JI0KMPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpee;
2. Ucnonb3yit 6e30macHble BEO-CalThl, B TOM YHUCIIE, UHTEPHET-MAara3uHOB U MOMCKOBBIX CUCTEM;

3. HWcnonp3yih cloxXHbIE H pa3Hble mapoiau. Takum oOpa3oM, eciau TeOs B3JIOMAKOT, TO
3TIOYMBIIIJICHHUKH TIOTYYaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPO(DUITIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3JI0MaJ, TO HEOOXOAMMO MPEIYNPETUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIEC I00ABJICHBI Y
TeOs B PY3bSIX, O TOM, YTO T€OS B3JIOMAIIM U, BOZMOXKHO, OT TBOETO UMEHH OyIIET PacChlIaThCs CIaM
Y CCBUIKM Ha (DUILIMHTOBBIE CANTHI;

5. Ycranosu HazexHbIi naposs (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKII04YM cOXpaHEHHe Mapos B Opaysepe;

7. He oTkpbIBail (aiiinbl ¥ Ipyrue BIOXKEHUS B MHCbMax, AaXKe €CIM OHM MPHIUIA OT TBOMX JIpy3ei.
Jlydie yTOYHM y HUX, OTIIPABIISUIN JIM OHU TeOe 3TU (ailibl.

Hudposas penyrarus

[udpoBass pemyranusi - 5TO HEraTMBHas WIM T[IO3UTUBHAs HHQpopMalus B ceTd O Tebe.
Kommpomerupytomas uHpopMmanus, pa3MelleHHass B HWHTEPHETE, MOXKET CEepbhe3HbIM 00pa3zoM
OTpa3uThCsl Ha TBOeH peanbHON >ku3HU. "LludpoBas penmyranusa" - 3TO TBOM HMMHIK, KOTOPBIN
dbopmupyercst u3 uHbopMaIuu o Tebe B UHTEPHETE.

TBoe MecTO XKUTenbCTBa, yueObl, TBOE (PMHAHCOBOE IMOJIOKEHHE, OCOOCHHOCTH XapaKTepa M PacCKa3bl
0 OJIM3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noapoCTKU JETKOMBICIEHHO OTHOCATCSA K MyOJUKaluu JUYHON mHpopmauuu B MHTEpHeTe,
HE TIOHMMas BO3MOXHBIX MOciencTBUN. Thl 1a)ke HE CMOXKeIllb JOoTaAaTbcs O TOM, 4To ¢ororpadus,
pa3MelnieHHas S JIeT Ha3aj, cTajla MPUYMHOM 0TKa3a MpUHATH Te0s Ha paboTy.

KommMmenTapuu, pazmernienne TBoux Gororpaduil u 1pyrue 1elcTBUsS MOTYT HE UCUE3HYTh Jaxe MocIe
TOTO, KaK Thl MX YyJaJlulb. Thl HE 3Haellb, KTO COXpPAaHWJI 3Ty HH(pOpMAIMIO, Monajna JM OHAa B
MOMCKOBBIE CHCTEMBI M COXPAHMJIACh JIM OHA, a IVIABHOE: YTO MOJYMAIOT O TeOe OKPY>KaIOLIHe JIIO/IH,
KOTOpbIE HAaWAYT U yBUIAT 3T0. HaiiTn MHpOpMauio MHOrO JIeT CIyCTs CMOXET J00H - Kak u3
J0OpBIX MOOYXIECHH, TaK U C HAMEPEHUEM IIPUYUHHUTD BpPel. DTO MOXKET ObITh KTO YTOJIHO.
OcHOBHBIE COBETHI 10 3aIuTe HU(POBOI penmyTanuu:

1. IToxymaii, mpex e ueMm 4yTo-To MyOJUKOBaTh M MepeaaBath y ceOsi B 6J10T€ UK B COITMATBHOM CETH;
2. B Hacrtpoiikax mpodwisi yCTaHOBH OTrpaHMYEHHS Ha TPOCMOTP TBOEro npoduis W ero
COJICP’KUMOTO, CAEIal €ro TOJIbKO "1ys apy3en'”;

3. He pa3smemaii u He yKa3piBail HHPOPMAIIHIO, KOTOPas MOXKET KOTO-JTHO0 OCKOPOIIATH UM OOMKaTh.



ABTOpPCKOE MTPaBO

CoBpeMeHHBIE IIKOJBHUKH - aKTHBHBIC MOJIb30BATENIN HU(POBOro mpocTpancTBa. OHAKO JaleKo He
BCE 3HAIOT, YTO IMOJIb30BAaHHE MHOTUMH BO3MOXKHOCTSIMHU ITU(PPOBOTO MUpPa TpeOyeT COOIII0ICHHS TpaB
Ha UHTEJUIEKTYalbHYI0 COOCTBEHHOCTb.

Tepmun "uHTENIEKTyaJdbHAsE COOCTBEHHOCTH" OTHOCHTCS K PA3IMYHBIM TBOPEHHSIM UYEIOBEUECKOTO
yMa, HauuHas C HOBBIX M300pETEHHH M 3HAKOB, 00O3HAYAIOIMX COOCTBEHHOCTh Ha IMPOAYKTHl U
yCIOyrd, M  3aKaHuMBasg KHUramu, QororpadusiMu, KUHOQUIBMAMH U  MY3bIKaJbHBIMU
IIPOU3BEICHUSAMHU.

ABTOpCKHME TmpaBa - 3TO NpaBa Ha HMHTEIJIEKTYaJbHYI0 COOCTBEHHOCTh Ha IPOM3BEICHUS HAyKH,
JUTEpaTyppl M MCKycCTBA. ABTOPCKME IIpaBa BBICTYNAIOT B KAauyeCTBE TIapaHTUU TOrO, 4YTO
MHTEIJUICKTYaJIbHBII/TBOPUECKUN TpyJ aBTopa HE OyIeT HampacHbIM, JAaCT €My CIpaBeIJIHBBIC
BO3MO>KHOCTH 3apa0oTaTh Ha pe3ysibTaTax CBOEro TPyAa, OJYYUTh U3BECTHOCTh U pu3HaHue. Hukro
0e3 paspenieHus aBTopa HE MOKET BOCHPOHM3BOJUTH €T0 MPOU3BEICHHE, PACTIPOCTPAHATH, MTYOJIUIHO
JI€MOHCTPUPOBATh, MpoJaBaTh, HMMIOPTUPOBATh, IIyCKaTb B IIPOKAaT, IYOJUYHO HCIOJIHATS,
MIO0Ka3bIBaTh/UCIIONIHATH B 3(upe WK pa3meniats B IHTepHeTe.

Vcnonb3oBanue "MUpaTckoro” mporpaMMHOro o0ecreueHusl MOKET IPUBECTH K MHOTUM PUCKaM: OT
[OTEpPU JAHHBIX K TBOMM aKKayHTaMm JI0 OJOKMPOBKHM TBOEr0 YCTPOWMCTBA, TIJi€ YCTaHOBJIEHA
HelerajgpHas mporpamma. He crouT Takxke 3a0bIBaTh, YTO CYHIECTBYIOT JIETajbHBIE M OECIUIaTHBIC
IIPOrpaMMbl, KOTOPbIE MOKHO HaliTH B CETH.

O noprane

CereBrn4OK.p( - TBOI INIaBHBIA COBETYMK B CETH. 3JI€Ch Thl MOXKEIIb Y3HATh O O€3011aCHOCTU B CETU
MOHATHBIM M JIOCTYIIHBIM SI3bIKOM, a NPH BO3HUKHOBEHUM KPUTUYECKOM CUTYaIlMM OOpaTUThCA 3a
COBETOM. A TaKXe MPUHATH y4acTHE B KOHKYpCaxX U CTaTh CaMbIM IIU(PPOBBIM I'PaskJaHUHOM !



MAMSATKA JIJI POJUTEJIEV OF HH®OPMAIIMOHHOM BE3OITACHOCTH JETEN

Omnpenenenne TepmuHa "uHMGOpMaMOHHAS 6€30MIaCHOCTD JeTei" conepxkurcs B DeaepairHOM
3akoHe N 436-03 "O 3amurte aeredl or uHpOpMANMK, TPUYUHAIONIEH Bpel MX 3J0POBBIO U
pa3BUTHIO", pPETyIUPYIOIIUM OTHOIICHHUS, CBS3aHHBIE C 3AIIUTOW JeTe oOT uH(OpMAaIHH,
MPUYMHSIONIEH Bpea UX 310pOBbIO U (1K) pa3BuTHiO. COrjiacHO TaHHOMY 3aKOHY "HH(pOpMAaIMOHHAs
0€e30MacHOCTb JIeTel" - 3TO COCTOSHUE 3AIUIIIEHHOCTH, IPU KOTOPOM OTCYTCTBYET PUCK, CBS3aHHbBIN C
pUYMHEHUuEM MHpopMaIueil Bpea ux 340pOBbI0 U (MITH) PU3NYECKOMY, IICUXUYECKOMY, T1YXOBHOMY,
HPAaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanpHoro 3akoHa N 436-D3 uHbopMaiueil, TpUIUHSIONICH Bpe 310POBBI0 U (WIJIH)
Pa3BUTHIO JE€TEU, SIBISACTCS:

1. naopmanus, 3anpeneHHas s paclpoCTPAHCHUS CPEIIU JICTEH;

2. uHpopManus, pacupoCTpaHEHHUE KOTOPOH OTPaHMYCHO CpPEAM JEeTEH OINpeleNeHHBIX BO3PACTHBIX
KaTeropuil.

3. K undopmanuu, 3anpenieHHoN Jisi pacpOCTpaHEHUs CPeIH 1eTel, OTHOCUTCS:

4. undopmarusi, modyxaaroas AeTeid K COBEPIICHUIO IeUCTBUN, TPEICTABISIONINUX YIPO3y UX KU3HU
U (UJK) 340POBbIO, B T.4. IPUUMHEHHUIO BPe/la CBOEMY 3/I0POBBIO, CAMOYOUIICTRY;

5. cocoOHOCTH BBI3BATh Y JAETEH )KEJTaHWE YIOTPEOUTh HAPKOTHUECKUE CPE/ICTBA, TICUXOTPOIHBIE H
(w1) oaypMaHMBAIOIME BEIIECTBA, TabauHble W3JACNHUS, AJIKOTOJBHYIO U CIHUPTOCOJEPIKAIIYIO
MPOAYKIUIO, ITMBO ¥ HAITUTKH, H3TOTABIMBACMbIC Ha €r0 OCHOBE; IPUHATH y4acTHE B a3apPTHBIX UTPaxX,
3aHUMAThCS MPOCTUTYIIUEH, OPOISHKHIYECTBOM HJIH MTOTPOIIAHUYECTBOM;

6. 00OCHOBBIBarOIAsl WM ONpPaBIbIBAIOLIAS JOMYCTUMOCTh HAacWiIus M (WJIM) KECTOKOCTH JIHOO
o0y Kaarolasi OCYIIECTBIATh HACHJILCTBEHHbIE JIEWCTBUS 110 OTHOLICHHUIO K JIFO/IIM U )KUBOTHBIM;

7. oTpunaromas ceMeiHble EHHOCTH M (OPMUPYIOIAs HEYBKEHHE K POIUTENSIM U (WIN) APYyrUM
YJIeHaM CEMbH;

8. ompaB/bIBarOLIast IPOTUBOIIPABHOE MTOBE/ICHUE;

9. coneprkalasi HeLIEH3ypHYIO OpaHb;

10. conepxarast HHGOPMAIIHIO TOPHOTPAPUIECKOTO XapaKTepa.

K undopmanum, pacnpocTpaHeHHe KOTOpPOW OrpaHMYEHO Cpeau JIeTeil OoNpeaeseHHOro BO3pacTa,
OTHOCHUTCSI:

1. unpopmanus, npeacrapiseMas B BUJE U300paXKEeHUs WIM OMMCAHUS JKECTOKOCTH, (PU3NYECKOTO U
(M7IM) ICUXUYECKOT0 HACHIIUS, IPECTYIICHNS WK MHOTO aHTHOOIIECTBEHHOTO JICHCTBHUS;

2. BBI3BIBAIOIIAs Y JIeTeH CTpax, y)Kac WM MaHUKY, B T.4. IPeJCTaBisgeMas B BUae U300paKEHUs WU
ONMCaHWs B YHWKAIOIIEH YelloBeUeCKOoe JOCTOMHCTBO (hOpME HEHACHIbLCTBEHHOM CMEpTH,
3a0o0yieBaHUs, CaMOYOMIICTBa, HECYACTHOIO Ciydas, aBapuu WIM KaracTpodbl U (Wiam) HX
MOCJIEICTBUH;

3. mpencrapisiemMas B BUJI€ W300pakeHUS WM OTIMCAHUS TIOJOBBIX OTHOIICHHHA MEXIY MYXUYHHOU U
JKSHIITUHOM;

4. conepxaiiasi OpaHHbIE CIIOBA U BBIPAKEHUS, HE OTHOCAIIMECS K HELIEH3YpHOU OpaHH.

C yderom sToro Bam mpesuiaratorcst mpaBuiia paboThl B ceTd MHTEpHET Uil pa3IMuHBIX BO3PACTHBIX
KaTeropui, coOJ0JIeHHe KOTOPBIX MO3BOJIUT 00ECHeYuTh MH(POPMAIMOHHYIO O€30MacHOCTh BaIIMX
JeTei.

OO6mue nmpaBwiIa ISl pOAUTENCH

1. HesaBucumo oT Bo3pacta peOeHKa HCIOJB3YHTE NpPOrpaMMHOE oOOecredeHue, MOMOrarolee
¢buabTpOBaTH M KOHTPOJIMPOBATH HMH(OpMAIMIO, HO HE IoJiaraiiTech MOJTHOCTHIO Ha Hero. Bamie
BHHUMaHUE K peOCHKY - TJIaBHBII METO/ 3alllUThI.



2. Ecnim Bam pe0GeHOk wWMeeT akKKayHT Ha OJHOM W3 counualnbHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.1.), BHUMATEIbHO HW3Yy4UTE, KaKyl0 HH()OpPMAIMIO MOMEMIAIOT €ro
YYaCTHHMKH B CBOMX MPodUiIsix U Oorax, Bkiovas GoTorpaduu U BUAECO.

3. [IpoBepwTe, ¢ KAKUMHU JPYTHUMH CalTaMU CBSI3aH COIMANIBHBIN cepBuc Bamero pedbenka. CTpaHu4Ku
Bamero pebenka MoryT ObITh 0€30MaCHBIMH, HO MOTYT M COJIEpXaTh CCBHUIKM Ha HEXelaTelbHbIE U
OTacHbIe CalThl (HAIpUMEp, MOPHOCANT, WM CAaWT, HA KOTOPOM JAPYr YIIOMHUHAET HOMEP COTOBOIO
tenedona Bamero pebenka ninu Bam qomaniHuii aapec)

4. Tloompsiite Bammx aereit coodmarb 000 BCeM CTPAaHHOM HJIM OTTAJIKWUBAIOIIEM M HE CIIHUIIKOM
OCTpO pearupyire, KOrJja OHU 3TO JIeNaloT (M3-3a OMaceHusi MOTepsATh AOCTYI K MHTepHeTy aetu He
TOBOPAT POJIUTENSIM O MpoOiieMax, a TakKe MOTYT HayaTh HCIOJIb30BaTh VIHTEpHET BHE J0Ma U
IITKOJIBI).

5. Byapte B Kypce cereBoii xu3Hu Bamero pedenka. MHTepecyiitecs, KTo UX 1py3bs B IHTEpHET Tak
Ke, KaK HHTEPECYETECh PEAIbHBIMU JIPY3bsIMHU.

Bo3spact ot 7 1o 8 ner

B HUnrtepuete peGeHOK cTapaeTcsi MOCETUTh T€ UM UHBIE CAalThl, @ BO3SMOXHO U YaThl, pa3pellieHue Ha
MOCEIEHUE KOTOPBIX OH HEe Monyuduia Obl oT pomuteneld. [losromy poautensM OCOOEHHO TMOJE3HBI
OyayT Te OTYEThl, KOTOpBIE MPEAOCTABISIIOTCS HpOrpaMMaMu MO OrPAaHUYCHHIO HCIOJIb30BAHUS
WNutepnera, T.e. Ponurenbckuil KOHTPOIb WIH TO, YTO BBl CMOKETE YBHUJIETh BO BpeMEHHBIX (aiinax. B
pe3yibTare, y peOeHKa He OyAeT OIIYIIEHHs, YTO 33 HUM BEIETCS TMOCTOSHHBIA KOHTPOIIb, OJIHAKO,
poauTenu OyAyT MO-IPEeXHEMY 3HaTh, KAKUE CalThl IoceniaeT ux pedeHok. Jletn B JTaHHOM Bo3pacTte
00JIaJ]af0T CHIIBHBIM YyBCTBOM CEMBH, OHH JIOBEPUYMBHI M HE COMHEBAIOTCS B aBTOpUTeTax. OHU JIIOOST
UTpaTh B CETEBBIE UTPHI U MMyTEHIECTBOBATh 110 HTEpHETY, UCTIOB3Ys AJIEKTPOHHYIO NIOUTY, 3aX0AUTh
Ha CalThl M YaThbl, HE PEKOMEHIOBAaHHBIE POAUTEISIMHU.

Cogertsl 110 6e30macHOCTH B ceTH MHTepHeT 11 aerelt 7 - 8 ner

1. Co3naiiTe ciMcOK JOMAITHUX MPaBHII MocenieHus VIHTepHeTa Mpu y4acTuu AeTei u TpeOylTe ero
BBITIOJIHEHHSL.

2. Tpebyiite or Bamero pebeHka coOM0eHUS BPEMEHHBIX HOPM HaXOXKJEHUS 32 KOMIIBIOTEPOM.
[Tokaxure pebeHky, uto Bel HaOMt0a€TE 32 HUM HE MOTOMY 4TO Bam 3T0 Xouercs, a moromy 4to Bbl
OecroKouTeCh 0 €ro 0€30MaCHOCTU U BCETa TOTOBBI €EMY IIOMOYb.

3. Kommpiorep ¢ moakimtoueHuem kK HHTepHETY HOMKEH HAXOOUTHCS B O0OIIEH KOMHATE IO
MIPUCMOTPOM POJIUTENEH.

4. Vicnonp3yiTe crieluaabHbIe I€TCKUE TOMCKOBBIE MAILIUHBI.

5. Hcnonw3yiiTe cpeactBa OJOKMpOBaHUS HEXKENATEIILHOTO KOHTEHTAa KakK JIOMOJNHEHUE K
cTaHAapTHOMY PouTeNnbCKOMY KOHTPOJIIO.

6. Co3pmaiiTe CeMeHBII 2JIEKTPOHHBIN AMIMK, YTOOBI HE TIO3BOJIMTH JIETSIM UMETh COOCTBEHHBIE ajipeca.
7. brnoxkupydTe mOCTYym K caildTaM C O€CIUIATHBIMHA TOYTOBBIMH SIIIUKAMH C  TTOMOIIBIO
COOTBETCTBYIOIIEr0 IPOrpaMMHOT0 0OecreyeHusl.

8. Ilpuyuute nereil coBeroBaThcsi ¢ Bamu mnepen omyOnukoBaHMeM KakoW-1u0o0 wuHpopmanuu
CpeICTBaMH JIEKTPOHHOM MOYTHI, YaTOB, PETUCTPALIMOHHBIX POPM U MPOoQHIISH.

9. HayuuTe neteit He 3arpyxath (aiiyibl, MPOrpaMMbl HIIK MY3BIKY O€3 BaIIero COTJIacHsl.

10. He paspemiaiite AeTsM UCIONB30BAThH CIYKObIl MTHOBEHHOT'O 0OMEHA COOOIICHUAMHU.

11. B "Oenblit" ciMcOK CalTOB, pa3pelIeHHBIX Ui MOCEIIECHHs, BHOCUTE TOJBKO CAWTBhI C XOPOIICH
pernyTranuei.

12. He 3a0wiBaiiTe OecemnoBath C JAEThbMH 00 MX Jpy3bsix B MHTepHETE, Kak eciu Obl pedpb Ija o
JIPY3bIX B pEAIbHOM )KU3HMU.



13. He nenaiite "taOy" W3 BOMPOCOB TOJOBOW JKWM3HHU, TaK Kak B VHTepHETe AETH MOTYT JIETKO
HATKHYTHCS HAa IOPHOTPAHIO MK CAalTHI "1 B3pOCIbIX".

14. Ilpuyunte Bamero peGenka cooOmiatb BaM O JIOOBIX yrpo3ax WIM TPEBOTrax, CBSI3aHHBIX C
Nutepuerom. OcraBaiiTech CIOKOWHBIMU U HAIIOMHUTE JCTSM, YTO OHH B 0€30MAaCHOCTH, €CJIM CaMU
pacckaszany BaM O CBOMX TpeBorax. IloxBajauTe MX M IOCOBETYHTE MOJOWTH ele pa3 B MOJ0OHBIX
ClIydasix.

Bo3spact gereit ot 9 no 12 ner

B nanHOM BO3pacte AeTH, Kak IPaBUIIO, Y)K€ HACIbIIIAHbI O TOM, Kakas MH(OpMalus CyIeCcTBYeT B
HuTepuere. CoBEpIIEHHO HOPMAJIbHO, YTO OHU XOTSAT 3TO YBUIETH, IPOUYECTb, yCIbILaTh. [Ipn sTOM
HY)XHO IOMHHUTb, YTO JOCTYIl K HEXEJIaTelIbHBbIM MaTepualaM MOKHO JIETKO 3a0JOKMpOBaTh MpH
IIOMOUIH cpeAcTB PoAUTENBCKOTO KOHTPOJIS.

CogeTsl 110 Oe3onacHOCTH AJ1s AeTel oT 9 o 12 net

1. CozpaiiTe CIIMCOK TOMAaNIHMX MpPaBWII MOCEIIeHUs VIHTepHeT Npu ydacTuu JeTeld U TpeOyHTe ero
BBITIOJTHEHUS.

2. TpeOyiite ot Barero pebenka co0ar01eHUs HOPM HaX0XKJICHUS 32 KOMITBIOTEPOM.

3. HabGumronaiite 3a peOeHKoM npu paboTe 3a KOMIBIOTEPOM, MOKAXUTE eMy, 4To Bbl 6ecriokouTech o
ero 0e30MacHOCTH U BCErja roToBbl OKa3aTh €My ITOMOILb.

4. KommbloTep ¢ MNOAKIIOYEHHEM B VIHTEpHET MOJKEH HaXOQUThCsl B OOLIEH KOMHAaTe IOJ
IIPUCMOTPOM POJUTENIECH.

5. MHcnonw3yiite cpenctBa OJOKMPOBAHUS HEXKEIATEIBHOTO KOHTEHTAa KAk JOTMOJHEHHE K
cTaHIapTHOMY PoauTensckoMy KOHTPOIIIO.

6. He 3a0bIBaiiTe NpUHUMATh HEMOCPEICTBEHHOE YUacTHE B *KU3HHU peOeHKa, OecejoBaTh ¢ JeTbMU 00
uXx Ipy3bsx B HTEpHETE.

7. HacrauBaiiTe, 4TOObI €T HMKOIJAa HE COIJAIAINCh Ha JUYHBIE BCTPEUM C JPY3bsIMH IO
WNHurepHery.

8. Ilo3BondiiTe eTAM 3aXOAUTh TOJIBKO Ha CalThl U3 "Oenoro" crnucka, KOTOphI co3/1aiiTe BMECTE €
HUMU.

9. llpuyunTe nerell HUKOTJA HE BbIIABATH JIMYHYIO MH(OPMALIMIO CPEICTBAMH 3JIEKTPOHHOM MOYTHI,
4aToB, CUCTEM MICHOBEHHOIO 0OOMEHa COOOIEHUSIMU, PErMCTPALIMOHHBIX (OPM, JIMUHBIX Tpoduiei u
IIpU perucTpanuy Ha KOHKypchl B UHTepHeTe.

10. Ilpuyunrte nerel He 3arpykaTh mporpaMmsl 6e3 Bamero paspemenus. OObsiCHUTE UM, YTO OHH
MOTYT CITy4ailHO 3arpy3UTh BUPYCHI MJIH IPYTroe HeXeIaTelbHOe IPOrpaMMHOE 00ecTIeYeHNE.

11. Coznaiite Bamemy peOeHKy OrpaHUYEHHYIO YUETHYIO 3alUCh 7151 paboThl HA KOMIIBIOTEPE.

12. Ilpuyunute Bamero peGenka cooOmarh BaM O JIOOBIX YIpo3ax WM TPEBOTaX, CBA3aHHBIX C
WNuTtepnerom. HanmoMmHuTe neTsiM, 4TO OHU B OE30MACHOCTH, €CJIM CaMU paccKa3ald BaM O CBOHUX
TpeBOrax U OMAaCEHUSIX.

13. Pacckaxure aetsim o nopHorpaduu B IHTepHeTe.

14. HacrauBaiiTe Ha TOM, YTOOBI JETH MPEAOCTABISIIM BaM JOCTYI K CBOEH AJIEKTPOHHOU TIOUTE,
9TOOBI BBl YO€IMIINCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMHU.

15. OObsicHUTE NIETSIM, YTO HENb3s MCIOJIb30BATh CETh JJISl XYJIUTAHCTBA, PACIPOCTPAHEHHs CIIETEH
WM YTPO3.

Bospacr nereit ot 13 o 17 ner

B sTOM BO3pacTe MOAPOCTKH aKTUBHO MCIOJB3YIOT ITOMCKOBBIE MAIIMHBI, IOJIB3YIOTCS IEKTPOHHOU
MOYTOM, CITy’>KOaMU MIHOBEHHOTO 0OMEHa COOOIECHUSIMHU, CKaYMBAIOT MY3bIKY U (PUIbMBI. MaJlbunkam
B 3TOM BO3pacTe OoJibllle IO HpaBy CMETaThb BCE OIPAHMYEHUS, OHU JKAXKIYT IpyOOro romopa,



a3apTHBIX UTP, KAPTUHOK "1J1s B3poCubIX". J[eBoUKkM mpeanounTaroT o0maThCs B 4aTax, Py STOM OHH
ropaszio 6ojee 4yBCTBUTEIBHBI K CEKCYaJIbHBIM JlOMOraTeiabcTBaM B lHTEepHETE.

3auacTyro B JAHHOM BO3PACTe POJUTEIISIM YK€ BECbMA CJI0KHO KOHTPOJIUPOBATh CBOMX JETEH, TaK KaK
00 MHTepHeTe OHM YK€ 3HAIOT 3HAUUTENILHO OOJIbIle CBOMX poauTesnei. TeM He MeHee, He OTIyCKanTe
nereii B "cBobomnoe tuiaBanue" mo MutepHery. CrapaiiTech akTHBHO Y4acTBOBaTb B OOILICHHU
pebenka B MHTEpHETE.

Baxxno mo-mpekHeMy cTporo co6mronaTth npaBuia MHTepHET-0€30MacHOCTH - COTJIAICHHE MEXy
ponutensMu M AeTbMu. Kpome TOro, HeoOXOAMMO Kak MOXKHO 4Yallle MpPOCMAaTpUBaTh OTYETHI O
nesitenbHocTu nereil B Mutepuere. Crnenyer oOpaTuTh BHUMaHHE HAa HEOOXOJUMOCTH COJEPIKAHUS
POIUTENBCKUX Maposiell (maposyieil aAIMUHUCTPATOPOB) B CTPOTOM CEKpeTe M 0OpaTuTh BHUMAaHHE Ha
CTPOrOCTh 3THUX IAPOJIEH.

CoBetbl 10 0€30MMaCHOCTH B 3TOM Bo3pacte oT 13 g0 17 ner

1. CoznaiiTe CIMCOK AOMANTHUX MPAaBUJI MOCEIIeHHs VIHTEpHETa IPU y9acTUH TIOAPOCTKOB U TpedyiiTe
0e3yCcIOBHOTO €ro BhIMOIHEHHs. OOroBopuTe ¢ peOEHKOM CHUCOK 3alpelieHHBIX CalToB ('duepHBbIH
cnucok"), yacel paboTel B IHTepHEeTe, pyKOBOJCTBO 10 00IIeHut0 B IHTepHETe (B TOM YHCIIE B YaTax).
2. KoMmbroTep ¢ noakioueHrneM K ceTi IHTepHET T0JKeH HaXOIUThHCS B O0IIei KOMHATE.

3. He 3a0bIBaiiTe OecenoBarh ¢ AeTbMH 00 UX JIpy3bsiX B MIHTepHETE, O TOM, YeM OHH 3aHSITHl TAKUM
o0pasom, OyATO peyb UAET O JAPY3bsIX B peabHOM xKu3HH. CrpanmBanTe o JIIOMX, C KOTOPBIMU JIETH
OOMIAFOTCS TTOCPEACTBOM CITY’)KO MTHOBEHHOT'O OOMEHa COOOINEHUSMHU, YTOOBI YOCHAHUTHCS, YTO 3TH
JIIOJ UM 3HAKOMBI.

4. HWcmonp3yiiTe cpeactBa OJIOKUPOBAaHHMS HEXKEIATENBHOTO KOHTEHTAa KakK JIOTIOJHEHHE K
CTaHJapTHOMY PoauTensckoMy KOHTPOIIIO.

5. Heobxomaumo 3HaTh, KakuMu dYaTamHu TOJb3yoTcs Bamm netu. IloompsiiTe ucmonb3oBaHue
MOJIEpUPYEMBIX YaTOB M HACTAUBANTE, YTOOBI IETH HE OOIAINCH B IIPUBATHOM PEKUME.

6. HacrauBaiite Ha TOM, 4TOOBI IETH HUKOT/1a HE BCTPEUYAIIUCH JIMYHO C APY3bsIMHU U3 ceTu MHTepHeT.
7. Ilpuyunute nereil He BBAABATH CBOK JMUYHYIO MH(MOPMALMUIO CPEJICTBAMU 3JIEKTPOHHOIN MOYTHI,
4aToB, CUCTEM MICHOBEHHOIO 0OMEHa COOOIEHUSIMHU, PErMCTPAIMOHHBIX (OPM, JIMYHBIX Npoduiel u
IIpU perucTpanyy Ha KOHKypchl B UHTepHeTe.

8. Ilpuyuure aeteil He 3arpyxarhb nporpamMmmbl 0e3 Bamrero paspemienusi. OOBSICHUTE UM, YTO OHH
MOTYT CIy4YailHO 3arpy3UTh BUPYCHI WJIU APYTO€ HEXeEJIaTeIbHOE IPOrpaMMHOE 00ecIIeUeHHE.

9. Ilpuyuure Bamero peOeHka cooOmaTh BaM O JIOOBIX Yrpo3ax MM TPEBOTaxX, CBSI3aHHBIX C
Wutepnerom. HamoMmHuTe neTsiM, yTo OHM B 0€30MACHOCTH, €CIM CaMH paccKa3ajlid BaM, O CBOMX
yrpo3ax win TpeBorax. [loxBaiuTe X ¥ HOCOBETYHTE MOJONTH €IIe pa3 B MOJOOHBIX CIydasX.

10. Pacckaxxute nersam o nopHorpaduu B MuTepHere. [lomorure um 3amuTtuthes oT cnama. Hayuute
MOJIPOCTKOB HE BbIJaBaTh B VIHTEpHETE CBOEro pealibHOTO 3JIEKTPOHHOTO ajpeca, HE OTBeYaTh Ha
He)KeJlaTeJIbHbIE MMChbMa U UCTIOIb30BaTh ClelUaIbHbIe OUYTOBBIE (DUIBTPHI.

11. IIpuyunTe cedst 3HAKOMHUTHCS C CAallTaMU, KOTOPBIE IMMOCEIIAIOT MOAPOCTKH.

12. Hayuute nereil yBaxarhb JApYyrux B UHTepHeETe. YOeqUTeCh, YTO OHU 3HAIOT O TOM, YTO MpaBuUIIa
XOpOLLIETO MOBEIEHUS AEHCTBYIOT BE3/IE - AK€ B BUPTYaIbHOM MUDE.

13. OObsicHUTE JeTsM, 4TO HHU B KOEM CIllydae Helb3s HCroib3oBaTh CeTh UIs XYJIUIaHCTBA,
pacnpoCTpaHEHUs CIUIETEH WIN YIpo3 APYTUM JHOJSM.

14. OGcyauTe ¢ MOAPOCTKAMHU MPOOIEMBI CETEBBIX a3apPTHBIX UI'P U UX BO3MOXKHBIN prck. Hamomuure,
YTO JI€TU HE MOTYT UTPaTh B 3TU UIPHI COIJIACHO 3aKOHY.

[TocTostHHO KOHTpOJUpPYHTE Mcnoib3oBaHue MHTepHeTa Bammm peberkom! DTo He HapylieHUE €ro
JIMYHOTO TPOCTPAHCTBA, a Mepa MPEJOCTOPOKHOCTH W TNposiBIeHHEe Baiieil poauTenbckoit
OTBETCTBEHHOCTH U 3a00THI.



